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Introduc�on  
 
At   Presfield   High   School   we   recognise   that   our   students   are   par�cularly   vulnerable   to   the  
dangers   that   new   technology   and   in   par�cular   the   internet   offer.   We   take   Internet   Safety  
very   seriously   and   see   it   as   our   duty   to   keep   our   students   safe   whilst   using   technology   not  
only   in   school   but   also   at   home.    This   includes   technology   such   as   computers,   mobile   phones  
or   games   consoles.    .    This   policy   takes   into   account   the   DfE   statutory   guidance   ‘Keeping  
Children   Safe   in   Educa�on’   and   ‘Working   Together   to   Safeguard   Children’.  
 
There   is   a   large   body   of   evidence   that   recognises   the   benefits   that   ICT   can   bring   to   teaching  
and   learning   and   we   embrace   this.   Presfield   High   School   has   made   a   significant   investment  
both   financially   and   physically   to   ensure   these   technologies   are   available   to   all   learners.   The  
benefits   are   perceived   to   “outweigh   the   risks.”   New   technologies   have   become   integral   to  
the   lives   of   our   students   both   within   schools   and   in   their   lives   outside   school.   The   internet  
and   other   digital   and   informa�on   technologies   are   powerful   tools,   which   open   up   new  
opportuni�es   for   everyone.   Electronic   communica�on   helps   teachers   and   students   learn  
from   each   other.   These   technologies   can   s�mulate   discussion,   promote   crea�vity   and  
increase   awareness   of   context   to   promote   effec�ve   learning.   Children   and   young   people  
should   have   an   en�tlement   to   safe   internet   access   at   all   �mes.   
 
The   use   of   new   technologies   can   put   our   students   at   risk   within   and   outside   the   school.  
Many   students   are   capable   of   accessing   the   internet   independently   and   therefore   are   at   risk  
from   either   deliberately   accessing   inappropriate   material   or,   due   to   their   level   of   literacy,  
accidently   accessing   harmful   sites.   
 
Some   of   the   dangers   they   may   face   include:   

● Access   to   illegal,   harmful   or   inappropriate   images   or   other   content   
● Unauthorised   access   to   /   loss   of   /   sharing   of   personal   informa�on   
● The  risk  of  being  subject  to  grooming  by  those  with  whom  they  make  contact  on  the                 

internet.  
● The   sharing   /   distribu�on   of   personal   images   without   an   individual’s   consent   or   knowledge  
● Inappropriate   communica�on   /   contact   with   others,   including   strangers   Cyberbullying   
● Access   to   unsuitable   video  
● An   inability   to   evaluate   the   quality,   accuracy   and   relevance   of   informa�on   on   the   internet   
● Plagiarism   and   copyright   infringement   including   illegal   downloading   of   music   or   video   files  
● The  poten�al  for  excessive  use  which  may  impact  the  social  and  emo�onal  development  and               

learning   of   the   young   person.  
  
Many   of   these   risks   reflect   situa�ons   in   the   off-line   world   and   it   is   essen�al   that   this   e-safety  
policy   is   used   in   conjunc�on   with   other   school   policies   (e.g.   behaviour,   bullying   and   child  
protec�on   and   safeguarding).   As   with   all   other   risks,   it   is   impossible   to   eliminate   those   risks  
completely.   It   is   therefore   essen�al,   through   good   educa�onal   provision   to   build   students’  
resilience   to   these   risks.   
 
Network   Safety  
 
Presfield   High   School   currently   has   both   a   Windows   based   network   (Research   Machines)   and  
a   GSuite   (Google)   network   managed   and   monitored   by   the   schools   Network   Manager   with  
support   from   the   relevant   providers.  
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The   Network   Manager   E   safety   responsibili�es   include:-  
 

● To   provide   technical   support   and   perspec�ve   to   the   DSL   and   Senior   Leadership   Team,  
especially   in   the   development   and   implementa�on   of   appropriate   online   safety  
policies   and   procedures  

● Repor�ng   of   any   E   safety   infringements   to   AH  
● Ensuring   all   digital   communica�on   devices   use   official   school   systems  
● Ensuring   filtering   systems   are   applied   and   regularly   updated  
● Keeping   up   to   date   with   E   safety   technical   informa�on   
● Keeping   a   record   of   all   communica�on   devices   within   school.  
● To  ensure  that  the  IT  systems  are  secure  and  not  open  to  misuse  or  malicious  a�ack,                 

whilst   allowing   learning   opportuni�es   to   be   maximised.   
∙  To  ensure  that  appropriate  access  and  technical  support  is  given  to  the  DSL  (and/or               

AHT)  to  our  filtering  and  monitoring  systems,  to  enable  him/her  to  take  appropriate              
safeguarding   ac�on   if/when   required.  

 
Management   of   applica�ons   (apps)   used   to   record   student   progress   
 
● The  Headteacher  is  ul�mately  responsible  for  the  security  of  any  data  or  images  held               

of   students.   
● Apps/systems  which  store  personal  data  will  be  risk  assessed  prior  to  use  by  the               

network   manager.  
● Personal  staff  mobile  phones  or  devices,  including  cameras  will  not  be  used  for  any               

apps   which   record   and   store   student’s   personal   details,   a�ainment   or   photographs.   
● Only  School  issued  devices  and  cameras  will  be  used  for  apps  that  record  and  store                

children’s   personal   details,   a�ainment   or   photographs.  
● Devices  will  be  appropriately  encrypted  if  taken  off  site  to  prevent  a  data  security               

breach   in   the   event   of   loss   or   the�.   
 
Safety   and   Responsibili�es   for   Staff   
 
All   staff   are   required   to   read   and   sign   an   Acceptable   User   Policy   (AUP)   which   clearly   states  
the   responsibili�es   of   staff   using   technology   in   the   workplace.   This   will   be   signed   when   they  
commence   their   employment   at   Presfield   and   will   be   reinforced   each   year   during   the   staff’s  
E-Safety   Session.   The   AUP   lists   the   responsibili�es   of   all   staff   and   covers   the   use   of   digital  
technologies   in   school:   i.e.   E-mail,   Internet,   Intranet   and   network   resources,   Learning  
Pla�orm,   so�ware,   equipment   and   systems   and   complements   the   General   Teaching  
Council’s   Code   of   Prac�ce   for   Registered   Teachers.   (See   appendix   1)  
 
E-Safety   training   will   be   provided   to   all   members   of   staff   once   a   year   and   it   is   each   person’s  
responsibility   to   a�end   this   session.   Online   E   safety   courses   may   be   required   to   be  
completed   to   keep   up   to   date   with   current   prac�ce.  
 
It   is   very   important   that   staff   make   sure   that   students   they   are   responsible   for   are   using   the  
Internet   safely.   All   Presfield   students   can   be   described   as   “high   risk”.   
 
Staff   responsibili�es   include:  

● To   have   an   awareness   of   online   safety   issues,   and   how   they   relate   to   the   students   in  
their   care.   To   model   good   prac�ce   in   using   new   and   emerging   technologies   and  
demonstrate   an   emphasis   on   posi�ve   learning   opportuni�es   rather   than   focusing   on  
nega�ves.   
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● To   embed   online   safety   educa�on   in   curriculum   delivery   wherever   possible.   
● To   iden�fy   individuals   of   concern,   and   take   appropriate   ac�on   by   working   with   the  

DSL.  
● To   know   when   and   how   to   escalate   online   safety   issues,   internally   and   externally.   
● To   be   able   to   signpost   to   appropriate   support   available   for   online   safety   issues,  

internally   and   externally.   
● To   maintain   a   professional   level   of   conduct   in   their   personal   use   of   technology,   both  

on   and   off   site.   
● To   take   personal   responsibility   for   professional   development   in   this   area.  

 
E-Mail  

i. school  
Email   is   widely   used   within   Presfield   and   is   a   commonly   used   form   of   communica�on   for  
school   business   including   weekly   and   daily   no�ces.   Staff   are   expected   to   check   their   email  
regularly   when   in   school.   Staff   are   not   expected   to   access   emails   outside   of   work   hours.  
Some   staff   members   may   choose   to   send   emails   outside   of   work   hours   as   it   suits   their  
personal   life   but   this   is   not   an   expecta�on.   Staff   are   advised   to   not   have   alerts   on   their   own  
phones.   Presfield   High   School   is   commi�ed   to   suppor�ng   a   home   work   life   balance.  
 
● Staff   should   be   aware   that   emails   have   equivalent   status   in   law   to   le�ers   and   faxes   and  

can   be   disclosed   in   court.  
● Staff   must   ensure   that   their   use   of   email   is   lawful   and   does   not   compromise   the   school's  

MIS   system   or   damage   the   school   or   its   employee’s   reputa�ons.   
● Staff   are   not   to   send   externally   any   staff/student   informa�on   without   consent   of   the  

head.  
● Staff   must   comply   with   relevant   licence   terms   and   condi�ons   when   copying   or  

downloading   material   from   or   via   email.  
● Any   electronic   communica�on   which   contains   any   content   which   could   be   subject   to  

data   protec�on   legisla�on   (GDPR)   must   only   be   sent   using   secure   and/or   encrypted  
methods.  

● Staff   must   be   aware   to   take   par�cular   a�en�on   when   sending   any   emails   that   contain  
poten�ally   sensi�ve   or   confiden�al   informa�on   as   school   emails   are   not   encrypted.  

● School   Emails   should   not   be   used   for   commercial   purposes.  
● Emails   may   be   monitored   for   the   purpose   of   ensuring   appropriate   use.  
● Staff   should   use   a   secure   email   system   such   as   ‘egress’   when   sharing   sensi�ve  

informa�on   with   other   agencies   whenever   possible.   
 

ii. Personal  
● Personal   emails   should   only   be   accessed   outside   teaching/working   hours.   No  

communica�on   with   students   or   parents   should   be   conducted   through   personal   email.  
All   communica�on   should   be   through   school   email.   Access   in   school   to   external   personal  
email   accounts   may   be   blocked  

 
iii. Inappropriate   email   use  

Email   should   not   be   used   to   abuse   or   inflame   others   or   to   harass   or   threaten.   Responding   to  
abuse   will   not   be   accepted   as   an   excuse   for   using   abusive   language.  
Emails   must   not   be   sent   that   contain   obscene,   abusive   or   profane   language.   If   staff   members  
receive   abusive   or   threatening   e-   mails   they   should   inform   the   head.  
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Social   media/networking   
 
Examples   of   social   media   may   include   blogs,   wikis,   social   networking,   forums,   bulle�n  
boards,   mul�player   online   gaming,   apps,   video/photo   sharing   sites,   chatrooms,   instant  
messenger   and   many   others.  
 
● Many   staff   use   social   networking   sites   such   as   Facebook   and   Twi�er.   Access   to   such   sites  

should   only   occur   outside   of   lessons.   No   staff   member   should   be   accessing   social   media  
in   the   presence   of   students.  

● Staff   should   not   communicate   with   students   or   parents   via   social   media.   All  
communica�on   should   be   via   le�er,   phone   or   email.   Any   friendship   requests   made   by  
current   students   and   parents   should   be   declined.   Friendship   requests   from   ex   students  
under   the   age   of   24   should   also   be   declined.   Contact   can   be   conducted   via   school   email.  
All   social   media   devices   should   have   privacy   se�ngs   which   do   not   allow   students   or  
parents   to   access   staff   personal   conversa�ons.   Geo-loca�on   se�ngs   should   not   be  
available   for   students   or   parents   to   access.   Staff   should   ensure   they   “log   out”   of   any  
social   media   sites   to   ensure   access   is   prevented   by   third   par�es.  

● Staff   should   be   aware   that   any   posts/comments   on   social   media   are   poten�ally   available  
to   the   wider   public   and   consequently   should   reflect   your   professional   status.   Comments  
can   be   taken   out   of   context   so   staff   must   remain   vigilant   about   any   comments   made   or  
language   used.   

● Staff   must   not   engage   in   any   role/school   related   discussion   online   (outside   of   formal  
channels).   Discussions   about   their   employer,   colleagues,   pupils   or   their   families   are  
strictly   forbidden.   

● Pos�ng   content   that   could   be   considered   defamatory,   derogatory   or   in   breach   of  
copyright   legisla�on   which   could   bring   the   school   into   disrepute   will   result   in   disciplinary  
ac�on   following   the   schools   agreed   disciplinary   code.  

● Staff   must   not   share   personal   or   confiden�al   informa�on   about   the   school,   its   staff   or  
pupils   online.    Examples   of   this   kind   of   informa�on   are   staff   changes,   terms   of  
employment,   procurement,   business   partnerships   and   personal   informa�on   about  
colleagues   and   children.    Informa�on   of   this   kind   must   never   be   shared   on   social   media.  
Where   there   is   a   legi�mate   reason   to   share   informa�on   the   school   business   processes  
must   be   followed.  

● Staff   should   not   publish   personal   informa�on   such   as   their   age,   home   address   or   any  
other   informa�on   you   would   not   want   pupils   to   know.  

● If   staff   are   unhappy   about   any   content   they   should   follow   the   repor�ng   misuse   protocol  
● Official   use   of   social   media   sites   as   communica�on   tools   will   be   risk   assessed   and  

formally   approved   by   the   network   manager  
● The   school   has   a   facebook   page   and   the   school   therapy   dog   has   an   instagram   page.   Both  

of   these   are   monitored   by   mul�ple   members   of   SLT   including   the   Head   and   Deputy   head  
who   have   passwords   for   the   accounts.   

 
Internet   
 
Staff   must   ensure   that   their   internet   use   is   lawful   and   does   not   compromise   the   school's   MIS  
system   or   damage   the   school   or   its   employee’s   reputa�ons.   Staff   must   comply   with   relevant  
licence   terms   and   condi�ons   when   copying   or   downloading   material   from   the   internet.  
 

● School   internet   should   not   be   used   for   commercial   purposes.  
● Personal   use   must   only   be   accessed   outside   of   teaching/working   hours.  
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● Users   must   not   commit   the   school   in   any   way   to   purchasing   or   acquiring   goods   and  
services   without   approval   from   a   member   of   the   SLT  

 
Internet   usage   may   be   monitored   for   the   purpose   of   ensuring   appropriate   use.  
Staff   must   not   send,   access,   display,   download,   copy   or   circulate   any   inappropriate   stories,  
jokes   or   anecdotes,   which   are   of   the   following   nature  

● Pornography   or   sexually   orientated   images  
● Gambling  
● Gaming  
● Discrimina�on  
● Racial   or   religious   hatred  
● Promo�on   of   violence  
● Illegal   or   unlawful   acts  

 
If   inappropriate   material   is   accessed   accidentally,   school   employees   should   immediately  
report   this   to   the   Deputy   Head   or   Head   teacher   so   it   can   be   taken   into   account   as   part   of   any  
monitoring   procedure.   
 
The   school   reserves   the   right   to   take   disciplinary   ac�on   if   any   staff   member   fails   to   comply  
with   this   direc�on.   Any   disciplinary   ac�on   will   be   in   accordance   with   the   schools   disciplinary  
procedure.  
 
Personal   Devices   and   Mobile   Phones  
 
Electronic   devices   of   all   kinds   that   are   brought   in   to   School   are   the   responsibility   of   the   user  
at   all   �mes.   Presfield   School   accepts   no   responsibility   for   the   loss,   the�   or   damage   of   such  
items.   Nor   will   the   School   accept   responsibility   for   any   adverse   health   effects   caused   by   any  
such   devices   either   poten�al   or   actual.   

● Mobile   phones   and   personal   devices   are   not   permi�ed   to   be   used   in   classroom   areas  
within   the   School   site.   

● The   sending   of   abusive   or   inappropriate   messages   or   content   via   mobile   phones   or  
personal   devices   is   forbidden   by   any   member   of   the   Presfield   School   community   and  
any   breaches   will   be   dealt   with   as   part   of   the   School   discipline/behaviour   policy.   

● Members   of   staff   will   be   issued   with   a   School/work   phone   number   and   email   address  
where   contact   with   students   or   parents/carers   is   required.   

● All   members   of   the   School   community   are   advised   to   take   steps   to   protect   their  
mobile   phones   or   devices   from   loss,   the�   or   damage.  

● All   members   of   the   School   community   are   advised   to   use   passwords/pin   numbers   to  
ensure   that   unauthorised   calls   or   ac�ons   cannot   be   made   on   their   phones   or   devices  
if   they   are   lost   or   stolen.   Passwords   and   pin   numbers   should   be   kept   confiden�al.  
Mobile   phones   and   personal   devices   should   not   be   shared.   

● All   members   of   the   School   community   will   be   advised   to   ensure   that   their   mobile  
phones   and   personal   devices   do   not   contain   any   content   which   may   be   considered   to  
be   offensive,   derogatory   or   would   otherwise   contravene   School’s   policies.   

● School   mobile   phones   and   devices   must   always   be   used   in   accordance   with   the   AUP   
 
Data   Protec�on   
 
Data   will   be   recorded,   processed,   transferred   and   made   available   according   to   GDPR   /   2018  
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GDPR   /   Data   Protec�on   Explained   -   
 
h�ps://ico.org.uk/for-organisa�ons/guide-to-data-protec�on/guide-to-the-general-data-pro 
tec�on-regula�on-gdpr/principles/  
 
Staff   must   ensure   that   they:   
•   At   all   �mes   take   care   to   ensure   the   safekeeping   of   personal   data,   minimising   the   risk   of   its  
loss   or   misuse.   
•   Use   personal   data   only   on   secure   password   protected   computers   and   other   devices,  
ensuring   that   they   are   properly   “logged-off”   at   the   end   of   any   session   in   which   they   are  
using   personal   data.   
•   Transfer   data   using   encryp�on   and   secure   password   protected   devices.   When   personal  
data   is   stored   on   any   portable   computer   system,   USB   s�ck   or   any   other   removable   media:   
•   The   data   must   be   encrypted   and   password   protected   
•   The   device   must   be   password   protected   (many   memory   s�cks   /   cards   and   other   mobile  
devices   cannot   be   password   protected)   
•   The   device   must   offer   approved   virus   and   malware   checking   so�ware   
 
Use   of   digital   and   video   images   –   Photographic,   Video   
 
The   development   of   digital   imaging   technologies   has   created   significant   benefits   to   learning,  
allowing   staff   and   students   instant   use   of   images   that   they   have   recorded   themselves   or  
downloaded   from   the   internet.   However,   staff   and   students   need   to   be   aware   of   the   risks  
associated   with   sharing   images   and   with   pos�ng   digital   images   on   the   internet.   Those  
images   may   remain   available   on   the   internet   forever   and   may   cause   harm   or   embarrassment  
to   individuals   in   the   short   or   longer   term.   There   are   many   reported   incidents   of   employers  
carrying   out   internet   searches   for   informa�on   about   poten�al   and   exis�ng   employees.   
 
The   school   will   inform   and   educate   users   about   these   risks   and   will   reduce   the   likelihood   of  
the   poten�al   for   harm:   
 
•   When   using   digital   images,   staff   should   inform   and   educate   students   about   the   risks  
associated   with   the   taking,   use,   sharing,   publica�on   and   distribu�on   of   images.   In   par�cular  
they   should   recognise   the   risks   a�ached   to   publishing   their   own   images   on   the   internet   e.g.  
on   social   networking   sites.  
  •   Staff   are   allowed   to   take   digital   /   video   images   to   support   educa�onal   aims,   but   must  
follow   school   protocol   concerning   the   sharing,   distribu�on   and   publica�on   of   those   images.  
Those   images   should   only   be   taken   on   school   equipment;   the   personal   equipment   of   staff  
should   not   be   used   for   such   purposes.   
•   Care   should   be   taken   when   taking   digital   /   video   images   that   students   are   appropriately  
dressed   and   are   not   par�cipa�ng   in   ac�vi�es   that   might   bring   the   individuals   or   the   school  
into   disrepute.  
  •   Students   must   not   take,   use,   share,   publish   or   distribute   images   of   others   without   their  
permission   
•   Photographs   published   on   the   website,   or   elsewhere   that   include   students   /   students   are  
carefully   selected   and   comply   with   good   prac�ce   guidance   on   the   use   of   such   images.   
•   Wri�en   permission   from   parents   or   carers   will   be   obtained   before   photographs   of   students  
are   published   on   the   school   website.   (see   appendix)  
 
Only   students   first   names   will   be   used   anywhere   on   a   website,   facebook,   twi�er   or   blog,  
par�cularly   in   associa�on   with   photographs  
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Recording   of   school   events  
 
Parents   and   carers   may   take   photographs   and   recordings   of   school   events   solely   for   their  
own   personal   use   and   not   for   publica�on   on   the   internet   or   elsewhere.   Use   of   images   for  
such   purposes   would   require   permission   of   all   parents/carers   of   students   involved.  
 
Preven�ng   Radicalisa�on  
 
Preven�ng   Radicalisa�on   is   part   of   our   commitment   to   keeping   children   safe   online.  
Radicalisa�on   refers   to   the   process   by   which   a   person   comes   to   support   terrorism   and  
extremist   ideologies   associated   with   terrorist   groups.   In   March   2015,   statutory   du�es   were  
placed   on   schools   by   the   Counter   Terrorism   and   Security   Act   (2015)   which   means   we   must  
work   to   prevent   children   being   drawn   into   extremism.   We   do   this   through   con�nual  
vigilance   and   monitoring   of   student   ICT   use.   Staff   have   completed   Home   office   Prevent  
training   online   and   have   also   had   prevent   training   from   Merseyside   police.   
 
Statutory   Du�es   
 
The   duty   to   prevent   children   and   young   people   being   radicalised   is   set   out   in   the   following  
documents.  
  
∙    Counter   Terrorism   and   Security   Act   (2015)   
∙    Keeping   Children   Safe   in   Educa�on   (2015)   
∙    Prevent   Duty   Guidance   (2015)   
∙    Working   Together   to   Safeguard   Children   (2015)   
 
 
The   Department   for   Educa�on   has   dedicated   a   telephone   helpline   (020   7340   7264)   to  
enable   concerns   rela�ng   to   extremism   to   be   raised.   Concerns   can   also   be   raised   by   email   to  
counter.extremism@educa�on.gsi.gov.uk   .   
 
Please   note   that   the   helpline   is   not   intended   for   use   in   emergency   situa�ons,   such   as   a   child  
being   at   immediate   risk   of   harm   or   a   security   incident,   in   which   case   the   normal   emergency  
procedures   should   be   followed.   
 
Safety   and   responsibility   for   Students   
 
All  students  will  receive  E-Safety  training  at  the  beginning  of  each  year  as  part  of  their  ICT                  
lesson.  Students  who  are  absent  will  revisit  the  work  to  ensure  full  coverage.  All  students                
will  then  sign  an  AUP  (see  appendix  2)  during  these  specific  E  Safety  ICT  lessons.  This                 
document  will  clearly  state  their  responsibili�es  when  using  technology  in  school.  All             
students  will  be  taught  how  to  use  all  technologies  in  a  responsible  and  safe  way.  This  will  be                   
part   of   the   ICT   and   SMSC   curriculum.   
 
Student   mobile   devices   including   phones   are   prohibited   for   pupils   during   the   school   day.   Any  
such   devices   must   be   handed   into   form   staff   on   arrival   and   will   be   returned   at   the   end   of   the  
day   to   allow   usage   when   travelling.   Special   considera�on   can   occur   where   the   device  
supports   sensory   needs   or   self-regula�on.   Any   use   of   mobile   phones   must   be   within   the   AUP  
guidelines.  
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If   a   student   violates   the   policy,   the   phone   or   device   will   be   confiscated   and   will   be   held   in   a  
secure   place.   

● Staff   may   confiscate   a   student’s   mobile   phone   or   device   if   they   believe   it   is   being  
used   to   contravene   our   behaviour   or   bullying   policy   or   could   contain   youth   produced  
sexual   imagery   (sex�ng).    Staff   will   not   view   images   of   students   which   are   of   a   sexual  
nature.   If   a   student’s   mobile   phone   is   confiscated   it   will   be   by   a   member   of   the   SLT   of  
the   same   sex   of   the   student   as   a   precau�on   in   case   an   image   is   accidentally   seen.   

● Searches   of   mobile   phone   or   personal   devices   will   only   be   carried   out   in   accordance  
with.  

● www.gov.uk/government/publica�ons/searching-screening-andconfisca�on)   
● Students’   mobile   phones   or   devices   may   be   searched   by   a   member   of   the   Senior  

Leadership   Group,   with   the   consent   of   the   student   or   a   parent/   carer.   Content   may  
be   deleted   or   requested   to   be   deleted,   if   it   contravenes   our   policies.  
www.gov.uk/government/publica�ons/searching-screening-and-confisca�on )   

● Mobile   phones   and   devices   that   have   been   confiscated   will   be   released   to   parents   or  
carers.   

● If   there   is   suspicion   that   material   on   a   student’s   personal   device   or   mobile   phone  
may   be   illegal   or   may   provide   evidence   rela�ng   to   a   criminal   offence,   the   device   will  
be   handed   over   to   the   police   for   further   inves�ga�on   and   both   the   student   and   the  
parent   will   be   informed   of   this.   

 
 
No   student   may   appear   on   the   Web   Site   or   in   promo�onal   material   without   their  
parent/carers   consent,   the   consent   form   is   completed   when   the   student   starts   school   and   is  
kept   on   record   un�l   they   leave;   it   will   only   need   amending   if   the   parent/carer   would   like   to  
change   it.  
 
E-mail   
 
Students  may  only  use  approved  email  accounts  on  the  school  system.  Students  must              
immediately  tell  a  teacher  if  they  receive  offensive  email.  In  e-mail  communica�on,  students              
must  not  reveal  their  personal  details  or  those  of  others,  or  arrange  to  meet  anyone  without                 
specific  permission.  Incoming  e-mail  should  be  treated  as  suspicious  and  a�achments  will             
not   be   permi�ed   in   pupil   accounts.   The   forwarding   of   chain   le�ers   is   not   permi�ed  
 
Cyber   bullying  
 
Presfield   school   is   commi�ed   to   addressing   any   incidents   of   bullying   including   cyber   bully  
which   can   occur   at   any   �me   during   the   day   through   a   wide   variety   of   “pla�orms”   including:-  

● text   messaging  
● Picture   or   video   clips  
● Phone   calls  
● Emails  
● Online   chat   rooms  
● Instant   messaging  
● Websites  
● Online   mul�player   games  

 
Staff   will   remain   vigilant   and   aware   of   poten�al   forms   cyber   bullying   might   take.   These  
include:-  
● Filming-on   line   fights   using   electronic   messages  
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● Harassment-Repeatedly   sending   offensive   messages  
● Denigra�on-sending   or   pos�ng   material   about   a   person   to   damage   his   or   her   reputa�on  

or   friendships  
● Impersona�on-posing   as   a   person   and   pos�ng   material   to   make   a   person   look   bad,   get  

into   trouble   or   danger,   or   to   damage   a   person’s   reputa�on   or   friendships  
● Ou�ng   and   trickery-sharing   someone’s   secrets   or   embarrassing   informa�on   or   images   on  

line   or   tricking   someone   into   revealing   such   informa�on   and   then   sharing  
● Exclusion-Inten�onally   excluding   someone   from   an   online   group  
● Cyberstalking-repeatedly   sending   threatening   and   in�mida�ng   messages   or   engaging   in  

other   online   ac�vi�es   that   make   a   person   afraid   for   their   safety.  
 
Students   are   taught   measures   to   help   prevent   Cyber   bullying.   These   include:-  
● Talking   to   staff   if   they   feel   uncomfortable   or   bullied   by   a   message   received  
● Ensuring   all   sent   messages   are   suitable   to   be   read   by   a   responsible   adult  
● Awareness   that   serious   incidents   of   bullying   will   be   reported   to   the   police  
● Save   all   messages   of   a   dubious   nature   to   allow   inves�ga�on  
● Record   the   �me   and   date   any   inappropriate   messages   were   sent  
● Do   Not   reply   to   or   forward    any   bullying   messages  
● Do   Not   give   out   personal   informa�on   on-line   including   passwords  
 
Social   networking  
 
Students   are   not   allowed   onto   social   networking   sites   during   the   school   day.  
Students   are   not   to   send   friendship   requests   to   staff   via   social   media   as   these   will   be  
declined.   In   the   case   of   the   school   facebook   page   and   the   school   dog’s   instagram   page  
students   can   send   friendship   requests.    If   they   a�empt   to   send   private   messages   they   will  
not   receive   a   reply   but   will   be   spoken   to   in   school.   As   stated   mul�ple   members   of   SLT  
monitor   these   accounts.   

● Personal   publishing   on   social   media   sites   will   be   taught   to   students   as   part   of   an  
embedded   and   progressive   educa�on   approach   via   age   appropriate   sites   which   have  
been   risk   assessed   and   approved   as   suitable   for   educa�onal   purposes.   

● Students   will   be   advised   to   consider   the   risks   of   sharing   personal   details   of   any   kind  
on   social   media   sites   which   may   iden�fy   them   and   /   or   their   loca�on.   Examples  
would   include   real/full   name,   address,   mobile   or   landline   phone   numbers,   School  
a�ended,   Instant   messenger   contact   details,   informa�on   through   photographs,   email  
addresses,   full   names   of   friends/family,   specific   interests   and   clubs   etc.  

● Students   will   be   advised   not   to   meet   any   online   friends   without   a   parent/carer   or  
other   responsible   adult’s   permission   and   only   when   they   can   be   present.  

● Students   will   be   advised   on   appropriate   security   on   social   media   sites   and   will   be  
encouraged   to   use   safe   passwords,   deny   access   to   unknown   individuals   and   be  
supported   in   learning   how   to   block   and   report   unwanted   communica�ons.  

● Students   will   be   encouraged   to   approve   and   invite   known   friends   only   on   social  
networking   sites   and   to   deny   access   to   others   by   making   profiles   private/protected.  

●   Parents   will   be   informed   of   any   official   social   media   use   as   part   of   life   skills   teaching  
with   students.  

 
Mobile   devices/game   consoles  
 
Students   will   use   mobile   devices   and   game   consoles   during   their   transport   to   school.   Upon  
arriving   at   Presfield   all   such   devices   should   be   handed   into   form   tutor   staff   and   will   be  
returned   at   the   end   of   the   day.  
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Consequences  
 

Any   student   who   is   found   to   have   behaved   in   an   inappropriate   way   in   terms   of   E   safety   will  
face   consequences   as   per   the   school   behaviour   policy.   Issues   of   bullying   and   E   safety   will   be  
recorded,   monitored   and   presented   to   governors   through   the   AH   behaviour   update   report.  
Issues   of   a   serious   nature   will   be   reported   to   the   police.   Parents   will   be   informed   of   any   e  
safety   infringements   and   subsequent   consequence.  
 
Student   misuse/inadvertent   misuse  
 

If   a   student   accesses   or   has   inappropriate   material/communica�on   sent   to   him/her   they  
should   inform   the   teacher   immediately.   The   teacher   should   switch   off   the   screen   to   the  
computer   but   leave   the   computer   logged   on.   The   Technician   should   be   informed   as   a   ma�er  
of   urgency.   The   Head   teacher   or   in   the   Heads   absence   the   Deputy   should   be   informed   who  
will   decide   if   the   ma�er   requires   referral   to   DSL.   The   Technician   can   then   access   the  
student’s   computer   and   follow   the   trail   to   ascertain   if   any   internet   filter   breaches   have  
occurred.  
The   technician   can   then   block   the   offending   website.   Staff,   a�er   consul�ng   the   technician,  
will   decide   upon   any   ac�on   required.   Parents   will   be   informed   of   the   incident   regardless   if  
ac�on   is   required.  
 
Support   for   Parents   
 

As   a   school   we   believe   it   is   our   duty   to   support   parents   and   carers   in   keeping   their   child   safe  
while   using   technology   within   the   home   environment.   Computers   and   other   devices   in   the  
home   are   more   open   and   don’t   have   the   security   features   which   we   have   in   school,   which  
does   make   the   child   more   vulnerable   in   this   environment.   
 
The  parents  will  be  invited  to  E-Safety  sessions  which  will  be  held  in  school  at  the  beginning                  
of  the  school  year.  Two  sessions  will  be  offered  one  during  the  school  day  and  the  other                  
a�er  school.  E  safety  talks  will  also  take  place  in  the  year  during  coffee  mornings  to  support                  
parents  
 
The  school  website  will  have  informa�on  regarding  E-Safety  for  parents  /  carers  and  young               
people.   
 
Some�mes  a  parent  may  raise  concerns  about  the  progress  of  their  child,  behaviour              
concerns  etc.  via  a  Facebook  wall  or  online  message  board.  In  all  cases,  the  appropriate                
communica�on  processes  publicised  by  the  schools  should  be  used.  These  processes  have             
been   designed   to   support   professional   and   confiden�al   discussion   and   problem   resolu�on.   
 
Where  parents  and  carers  are  invited  to  comment  on  children’s  online  work,  guidance              
should  be  provided  to  ensure  all  comments  are  posi�ve  and  suppor�ve.  It  is  not  acceptable                
for  anyone  to  post  nega�ve  comments  about  any  child  on  social  media  and  the  school  needs                 
to   be   careful   to   ensure   they   are   not   complicit   in   this   occurring.   
 
Final   Note  
 

All   school   stakeholders   are   expected   to   model   appropriate   online   behaviour   and   good  
judgement   in   content   published   online.    The   school   may   be   monitoring   social   media   and   will  
take   seriously   any   content   that   could   have   a   nega�ve   implica�on   for   the   school,   its   staff,   the  
pupils   or   the   community   it   serves.  
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Staff   Acceptable   Use   Agreement   2020  
 
As   a   member   of   Staff   at   Presfield   High   School   you   have   a   clear   professional  
responsibility   for   children’s   safeguarding.   It   is   important   that   you   recognise   and  

understand   the   necessary   measures   that   must   be   taken   to   protect   data   and   informa�on  
systems   from   infec�on,   unauthorised   access,   damage,   loss,   abuse   or   the�.   All   staff   members  
must   act   in   a   lawful   and   ethical   way.   
 
Please   read   and   sign   this   Acceptable   Use   Policy  
 
  
● I  will  only  use  the  school’s  digital  technology  resources  and  systems  for  professional  purposes  or                

for   uses   deemed   ‘reasonable’   by   the   Head   and   Governing   Body.   
● I   will   not   reveal   or   share   my   network   or   Google   password(s)   to   anyone.   
● I   will   not   log   on   for   another   person  
● I  will  not  allow  unauthorised  individuals  to  access  E-Mail  /  Internet  /  Intranet  /  network,  or                 

other   school   /   LA   systems.   
● I  understand  that  there  is  a  difference  between  my  professional  and  private  roles.  I  will  not                 

engage  in  any  online  ac�vity  that  may  compromise  my  professional  responsibili�es,  this  refers              
to   social   network   sites   such   as   Facebook   and   Twi�er.   

● I   will   only   use   the   approved,   secure   EMail   system(s)   for   any   school   business.   
● I  will  only  use  the  approved  school  EMail,  school  Learning  Pla�orm  or  other  school  approved                

communica�on  systems  with  students  or  parents/carers,  and  only  communicate  with  them  on             
appropriate   school   business.   

● At  any  �me  I  will  not  use  school  equipment  to  browse,  download  or  send  material  that  could  be                   
considered   offensive   or   inappropriate   to   colleagues   or   students.   

● I  will  report  any  accidental  access  to,  or  receipt  of  inappropriate  materials,  or  filtering  breach  to                 
the   Head   teacher.   

● I  will  not  download  any  so�ware  or  resources  from  the  Internet  that  can  compromise  the                
network,   or   are   not   adequately   licensed.   

● I  will  not  connect  a  computer,  laptop  or  other  devices  (including  USB  flash  drive),  to  the  network                  
/  Internet  or  computer  that  does  not  have  up-to-date  an�-virus  so�ware,  and  I  will  keep  any                 
‘loaned’  equipment  up-to-date,  using  the  school’s  recommended  an�-virus,  firewall  and  other            
ICT   ‘defence’   systems.   

● I  will  not  connect  a  computer,  laptop  or  other  devices,  to  the  schools  network  /  Internet  or  a                   
computer   without   first   taking   advice   from   the   schools   Network   Manager  

● I  will  not  use  personally  owned  digital  cameras  or  camera  phones  for  taking  and  transferring                
images   of   students   or   staff   without   permission   and   will   not   store   images   at   home.   

● I  will  ensure  that  any  private  social  networking  sites  /  blogs  etc  that  I  create  or  ac�vely                  
contribute  to  are  not  confused  with  my  professional  role  and  will  not  be  used  to  bring  the                  
school   into   disrepute.   

● I  agree  and  accept  that  any  computer,  laptop  or  IPad  loaned  to  me  by  the  school,  is  provided                   
solely  to  support  my  professional  responsibili�es  and  that  I  will  no�fy  the  school  if  a  reasonable                 
amount  of  personal  use  outside  of  school  hours  becomes  “significant  personal  use”  as  defined               
by   HM   Revenue   &   Customs.   

● I  will  ensure  any  confiden�al  data  that  I  wish  to  transport  from  one  loca�on  to  another  is                  
protected  by  encryp�on  and  that  I  follow  school  data  security  protocols  when  using  any  such                
data   at   any   loca�on.   

● I  understand  that  data  protec�on  policy  requires  that  any  informa�on  seen  by  me  with  regard                
to  staff  or  pupil  informa�on,  held  within  the  school’s  informa�on  management  system,  will  be               
kept  private  and  confiden�al,  EXCEPT  when  it  is  deemed  necessary  that  I  am  required  by  law  to                  
disclose   such   informa�on   to   an   appropriate   authority.   

● I   will   embed   the   school’s   E-Safety   curriculum   into   my   teaching/support.  
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● I  understand  that  all  Internet  usage  /  and  network  usage  is  monitored  and  that  monitoring  data                 

could   be   made   available   to   any   member   of   the   SLT.   
● I   understand   that   failure   to   comply   with   this   agreement   could   lead   to   disciplinary   ac�on.   

 
 
I   have   read   and   understood   and   agree   to   comply   with   the   Staff   Acceptable   Use   Policy  
 
 
Signed:    ..........................................................    Print   Name:    .................................................... 

 
Date:    .........................................  
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Student   acceptable   use   agreement   2020  
 
 

Policy   for   using   school   computer   services.  
 

● be   aware   that   your   treatment   of   school   computer   services   is   supervised   and   your  
screen   can   be   captured   at   any   point,   so   only   use   them   for   your   studies  

● do   not   eat   or   drink   in   computer   areas  
● leave   areas   �dy   when   you   leave  
● do   not   change   any   of   the   system   se�ngs  
● report   any   faults   to   a   member   of   staff  
● do   not   install   any   so�ware  
● do   not   make   copies   of   any   so�ware  
● do   not   try   to   open   any   materials   that   are   not   linked   to   your   studies  

 
If   students   need   to   use   a   memory   s�ck   they   must   be   scanned   by   the   network   manager  
before   being   used   on   the   Network.   
 
Policy   for   using   the   Internet   in   school.  
 
Only   use   the   Internet   to   search   for   materials   that   are   linked   to   your   studies   or   when   given  
permission   by   a   member   of   staff,   for   areas   of   personal   interest   which   is   appropriate   for  
school.  
 
The   Internet   must   not   be   used   for:  
 

● Downloading   illegal,   offensive   or   obscene   material.  
● Crea�ng   websites   that   are   obscene,   defamatory,   or   infringe   copyright.  
● Crea�ng   commercial   websites.  
● Opening   any   email   service   or   chat   rooms   except   school   email.  
● Downloading   program   files,   including   gaming   so�ware   or   media   files   (unless   this   is  

part   of   your   studies   and   your   tutor   has   given   consent).  
● The   downloading   of   any   form   of   ‘virus’   so�ware.  
● You   must   not   send   any   offensive   messages   by   school   email  
● If   you   send   a�achments   to   an   email   it   must   be   under   25Mb   in   size.  

 
The   school   is   not   responsible   for   what   you   send   in   emails,   and   can   pass   on   your   details   to   a  
suitable   authority   if   anyone   complains   about   an   email   you   have   sent.   
 
Policy   for   using   the   school’s   network   systems  
 
 
If   your   storage   becomes   full,   you   can   ask   a   member   of   staff   if   it   can   be   increased  
Do   not   share   your   password   with   anyone  
Do   not   log   on   to   anyone   else’s   account,   access   their   files/emails,   or   destroy,   copy   alter   or  
move   anyone   else’s   files.  
Only   access   your   own   folder   on   the   network  
Do   not   change   any   access   rights   to   folders   on   computers   or   network   areas.  
Only   use   the   device   that   has   been   given   to   you   by   a   member   of   staff.  
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Agreeing   to   this   policy  
 
It   is   important   that   you   understand   your   responsibili�es,   so   if   you   are   ever   unsure   about  
what   is   allowed   always   ask   a   member   of   staff.  
 
Abusing   the   school’s   computer   services   can   result   in   disciplinary   ac�on   and   the   passing   on   of  
your   details   to   a   suitable   authority.  
 
The   school   may   exercise   its   right   to   monitor   the   use   of   informa�on   systems,   including  
Internet   access   and   the   intercep�on   of   e-mails   in   order   to   monitor   compliance   with   this  
Acceptable   Use   Policy   and   the   School’s   Data   Security   Policy.   Where   is   believes   unauthorised  
and/or   inappropriate   use   of   the   service’s   informa�on   system   or   unacceptable   or  
inappropriate   behaviour   may   be   taking   place,   the   school   will   invoke   its   disciplinary  
procedure.   If   the   school   suspects   that   the   system   may   be   being   used   for   criminal   purposes  
or   for   storing   unlawful   text,   imagery   or   sound,   the   ma�er   will   be   brought   to   the   a�en�on   of  
the   relevant   law   enforcement   organisa�on.  
 
 
 
I   have   read   and   understood   and   agree   to   comply   with   the   Computer   Acceptable   Use  
Policy.   
 
 
Student   Signature:   ..........................................    Print   Name:    .......................................  
 
 
Parent   Signature:   ............................................    Date:   ..................................................  
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Parental   consent   for   use   of   digital   images   2020  
 

 
 
 
 
 
Dear   Parents/Carers,  
   
 As   part   of   our   communica�on   link   with   parents   we   will   be   using   social   media   pla�orms   such  
as   Facebook   and   Twi�er.   
 
As   you   are   aware   we   have   to   be   extremely   careful   with   the   internet   so   no   pictures   will   be  
posted   without   your   permission.    
 
Please   complete   the   slip   below   regarding   permission   for   the   use   of   your   child's   image.    A  
pupil's   name   will   never   be   printed   with   the   image.  
   
If   you   have   any   concerns   or   queries   about   our   social   media   sites,   please   do   not   hesitate   to  
contact   me.  
 
Yours   sincerely,  
 
 
 
Lucy   McLoughlin  
Deputy   Headteacher  
 
 
 
 
 
 
 
 
 
 
I   give   permission   for   ……………………..................................   picture   to   be   used   
  

  on   the   school   website       on   school   social   media   (Facebook,   Twi�er   etc.)  
  on   private   Facebook   group   
  on   marke�ng   material   -   prospectus,   news   ar�cles   etc.  

 
Signed.........................................................................   Date...................................  
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Repor�ng   Misuse   Protocol  
 
All   incidents   of   Misuse   should   be   reported   to   the   Head   Teacher   and   the   following   protocol  
observed.  
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